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Section 1

Overview



Introduction
What is this paper about?

Survey paper of threats to the Internet of Things (loT).

Argument:
1. enterprise all turning to loT in some form;
2. loT security seems to suck;
3. previous survey papers incomplete;

4. thus: this paper.
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Threats to the loT
loT vs Ordinary Networks

Differences between loT and traditional networks:

A

Resources available on the endpoint.
Primarily slower/less secure wireless media.
Different types of data.

No ‘perimeter’, little room for host-based approaches.



Threats to the loT

General Threats

Threat
Traffic introspection

Masquerading, data leakage
Device integrity
Remote code execution

Threats to comms
Resource exhaustion attacks

Vulnerability exploited

Lack of encryption/network ac-
cess control.

Poor authentication /authori-
sation mechanisms.

Physical security, tamperproof-
ing, booting.

Missing host/network security.

‘Weak network and application
layer security’



Threats to the loT
Physical Layer Threats

Threat

Eavesdropping nodes
Battery drainage attack
‘Hardware failure’
Malicious data injection
Sybil attack

Activity information

Vulnerability exploited
Unprotected communications.
Lack of spam control.
Unprotected interfaces . ..
Weak access control.

Lacking ID management.



Threats to the loT
Physical Layer Threats Continued.

Threat

Side-channel attacks
Device compromise
Timing attacks

Node cloning

Invasive intrusions

Change of config
Unauthorised device access

Vulnerability exploited
Vulnerable interfaces, booting.

Lack of hardware security.
Lack of tamper-proofing.

Default/hard-coded  creden-
tials.



Threats to the loT
Network Layer Threats

Threat
‘Unfairness, interrogation ...’

DoS attacks

Fragmentation attack
MITM, eavesdropping

Spoofing, hello flood, homing

Message integrity attacks

Vulnerability exploited
Weaknesses in comms proto-
cols, access control.

MAC and comms protocol
flaws.

Weak authentication & data se-
curity
Weak authentication & anti-
replay.

10



Threats to the loT

Network Layer Threats Continued

Threat
Network intrusion

Node replication
Storage attacks

DoS attacks

Vulnerability exploited

Poor IDS/IPS, access control,
identity management

Weak network access control.
Centralised data store; non-
replication of data, no ran-
somware protection.

Weak link authentication &
anti-replay.
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Threats to the loT
Application Layer Threats

Threat

Malicious codes

Software modification

Brute force/dictionary attacks
SQL injection attacks
Identity/credential theft
Disclosure of private data

XSS

Vulnerability exploited
Lack of application / web secu-
rity, authentication and autho-
rization mechanism.
Lack of application / web secu-
rity
Weak authentication and au-
thorisation
Injection flaws in SQL/noSQL
databases + OS
Incorrect authentication imple-
mentations
Insecure web applications and
APIs.
Vulnerabilities in web applica-
tions and user unawareness.
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Threats to the loT

Semantics Layer Threat

Threat Vulnerability exploited
Identity theft, privacy compromise Lack of data/application secu-
rity.
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Malware Threats

Xafecopy Trojan September 2017 trojan disguised as battery

WannaCry

CryptLocker

optimiser app, targeting Android devices. Subscribes
user for mobile billing. Bypasses CAPTCHAs, sends
SMS to premium numbers, hides notifications about
billing.

May 2017 ransomware exploiting an SMB
vulnerability in Windows. Demanded payment in
Bitcoin. Foiled through counter-analysis trap.

2015 ransomware making use of exploit kit. Malware
embedded in PDF and propagates as an email
attachment. Removes itself from system once
demand made, to counter forensics.
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Mirai

Havex

Stuxnet

Malware Threats

DDoS attack launched against Brian Krebs (+ some
other targets) from loT botnets created from CCTV
cameras with default credentials.

ICS-focused RAT aimed at spying on host. Targeted
three ICS vendors with three different vectors,
including official software download sites.

Targeted worm designed to sabotage Iranian nuclear
enrichment facility, delivered through infected USB
flash drive. Exploited four zero-day vulnerabilities in
Windows-based systems. Acted as a MITM attacker,
masking malicious execution by replaying legitimate
signals.
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Malware Threats
Attack Methodology

— T T T 1
Preparatory Initial Exploftation & Execution Propagation Hideout & Cleanup
Phase Infiltration Phase Phase Phase Phase
T [
Reconnaissance and J - Phishing - Zero-day exploits - Self Propagation (By - Hidden Malware Files and
Collection of - Spear Phishing - Escalation of privileges exploiting vulnerabilities Folders
Information about ~USB Flash Drives - Communication with CCS cig. Print Spooler, LNK / - Hooking ( Import
Target System Removable media - Downloading of additional and windows shell Address Table Hooks (AT),
- Watcring Hole sl vulnerability) and Inline AP1 Hooks
- Fire & Forget - Arming (Installation of RAT, - Network Shares - Use of Direct Kemnel Object
- Social Engincering Attack Trojan, Malicious Payload) - USB Memory Sticks Manipulation (DKOM)
S PearmiioaToving XSS - Intelligence gathering for - Atiacker Controlled S e
- Buffer Overflow further attacks Propagation malicious objects from
Toolkits - SQL injection * Network Adapters windows doubly- linked lisis of
- Corporate Websites - Brute Force * Files & Folders e
Password # Services Running - Hidden registry entries to allow
- Dictionary Aftacks * Devices Connected exccution of malicious code at
- Hacking Toolkits - Fxecution of payload for system startup
Sabotage

- Metamorphic Code

- Masking of Malicious Code
Execution

- Madification of Original Code

- Kesping all files/payload in

encrypted form on the target
system and decrypred

once, the system is identified as

a target system

- Deletion of payloads and

fles ata specific time or afler

detection

- Wiping off Log Data

- Archiving of stolen data,
iie., VOIP recordings, screen
shots, key strokes logs, bank
accounts & user accounts
details, web credentials,
emails, social networks
credentials, etc., ine.
SQLite Database

- Compress stolen data (Zlib,

RAR etc)

- Encrypt stolen data and send

to the attacker through CCS

directly or through Bots or
proxies
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Security Framework

Describes ‘an attack methodology of a DDoS attack on loT

devices’

Preparatory Phase

Initial

Phase

Infiltration Phase

Propagation Phase

Hideout Phase

KReconnaissance of
target system (look
for loT devices with
specific
vulnerabilities)

o Manufacturer

o Device hardware

& software
weaknesses

o Use of hardcoded

login credentials

o Weaknesses in

web
interfaces/APIs

o Open telnet ports

+Malware access the
vulnerable loT device
«Brute-
force/dictionary
attack to match login
credentials with a list
of default parameters

additional payload
from MD server

«If some  other
malware found, it is
deleted

« Device is
reconfigured to be a
part of Botnet

«Downloaded
malware binary is

executed

*Bot performs
specific malicious
tasks

*Bots communicate
regularly with C2S8

*Malware downloads E

+ Bots, external
scanner and C2S
scan the internet for
more vulnerable loT
devices

*New victims can be
found using special
search engines
www.shodan.io and
WWW.censys.io

* The report is sent to

the Reporting
Server
*Reporting  Server

forwards data to the
Loading Server

»Loading Server
logs-in to
vulnerable loT
devices

«Victim devices are
instructed to
download malware
from MDS using

\ wget command /

+Malware in Bots
remain dormant

+Bots perform
DDoS attack,

once
commanded by
Botnet
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Security Framework
Countering DDoS

Preventive Detective Responsive Corrective
Measures Measures Measures Measures
*Limit loT devices to *Use of network firewall «Follow a well prepared *Reboot the infected loT
communicate with and IDS incident response plan devices
legitimate website/IP *IP  white and black *Disconnect loT devices *Change default/current
address listing at the network from the internet login credentials
*By design, change of ingress ' * Update the
default login credentials « Egress filtering to allow - -
at the time of device packets to legitimate geal/pmfare mopera,t‘;"éfrrmpggg
activation destination addresses
mitigating its effects and These steps are aimed at
+ Strong password only further propagation th fected
+ Firmware/software * Check for sudden recovering ok JHiese
A devices. As  malware

or

« Device activation through
vendor's website after
verification of user and
the device

+ Device certification based
on minimum security
standards for that
particular device type and
application

in the volume
of out going network
traffic

+Watch  for  sudden
increase in CPU usage

2

Aims at detecting the
presence of malware in the
system

e 2

Protect against attacker's
preparations and initial
execution of the attack by
making it difficulty for him to
find weaknesses and infiltrate
the network

resides in the
therefore, restarting the
device helps in the
removal  of malicious
code, even If it is dormant
for sometime

RAM
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Security Framework
Overall Security Measures

es

Risk Assessment & ~—.
Threat Modelling ___—

o~

— -
" Defense ||\

Depth /
~

T
[ [ I

‘ Corrective Measures

N Penetration Testing /
Detective Measures

Vulnerability Assessment

‘ Preventive Measures ‘ Responsive Measures

|_ Details in Figure — 14 Lirmware/Code Isolation of LNode Recovery l: Device Altestation
Alteslation compromised devices Self Recovery Network Testing
Log Management Revocation/Blacklisting Remote Attestation
Hardened Gateway of malicious nodes
Devices Anti-Tamper Mechanism
Security Analytics Disconnect Affecte
Cognitive o1 Security TParl from Tnternet
Framework Recover Important Data
Data Mining & Machine from Backup Files
Learning Techniques
SIEM
Lidge Seeurity Analytics
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Security Framework
Preventive Security Measures

Preventive Measures

Security of Non- Securlty of
Security by Device Data Authentication Software - Key Network Virtualized
Mobile corporate M-2-M
| Design Security Security & Access Control Integrity i POty Management | | Segmentation Security
Device 10 Contdenctty |- authentication ouring ]: Whitelstiog |- in secuity Key Generaton
Environment Security of Authentication | of Users/ Initial boot up. Defauit Requirements Key Distribution
Security of Open | Device 0 Aimeari o™ | Appications/ Run-Time Restrcionon [+ Aceast 2-factor KeySto
Pors Device Avaiabiiy | Satewars firmware Wataiation Authentication Key Revocation
ntegrity of rmware| Registration v utiactor Updates Storage of Data in Key Updates
Mt factor Tamper Proofing | securiyin uhentication Encrypted Form Soen key
Access Control Secure Firmware | Traniton from - Access Control Remote Access Provsioning
Update dient-to-cloud | based on basedon’ "
Change of Default |- fntra-cloud i securty
Settings Security ;"‘mm Requ (
Oisubuted o
Storage (Use of | | oeportment
Blockenain Device Type
Technology) 05/Fmure Verson
Time o Access

Secure Remote Access

ven
Softwore-defined
rimerer

User Awareness

Secure Code Execution
TPM-based
Secure Code Updote
Stotc Code Analysis
Dato Execution
Preverion
Runtime Stock
Anaiss

Ransomware Protection
NoRonsom
void Emoil ttochments
Softwore Updote
Use of ecurty Softwore.
periodicalsackups
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Open Challenges

Basic Security Standards

e |oT products are being manufactured without security
e Need to develop lightweight versions of crypto for loT

e Low manufacturing costs and energy consumption needs
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Open Challenges

Privacy-Preserving Data Aggregation

e Privacy requirements in loT

e Homomorphic encryption in constrained loT
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Open Challenges

Software/Code Integrity

e Secure software which can be updated

e Swarm attestation for heterogeneous devices

23



Open Challenges

Blockchain

A distributed ledger for decentralised information store.
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Open Challenges
Fog Computing

e |dentity authentication quickly, given mobile context.
e Blockchain-based access control?

e Consistency of access control policy for multiple devices.
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Section 2

Negatives
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Godawful Writing

Anatomy of Threats to The Internet of
Things

Imran Makhdoom', Mehran Abolhasan?, Justin Lipman?, Ren Ping Liu*, Wei Ni®
1,234 University of Technology, Sydney, Australia, 5Data61-CSIRO
imran.makhdoom@student.uts.edu.au', mehran.abolhasan@uts.edu.au?,
Justin.Lipman@uts.edu.au®, RenPing.Liu@uts.edu.au®, Wei.Ni@data61.csiro.au®

Abstract—The world is resorting to the Internet of Things
(loT) for ease of control and monitoring of smart devices.
The ubiquitous use of loT ranges,from Industrial Con-
trol Systems (ICS) to e-Health, e-Commerce, smart cities,
supply chain management, smart cars, Cyber Physical
Systems (CPS) and a lot more. Such reliance_on loT is
resulting in a sim—-lamomn of data to be ]eneraled,
and ‘The big data yti
is no doubt for i However,
at the same time, numerous threats to the availability and
privacy of #ha user data, message and device integrity,
the vulnerability of loT devices to malware attacks and the
risk of physical compromise of devices pose a significant
danger to the suslenﬂnce?ﬂ IoT. This paper thus endeavors
to highligh® mostiof the known threats at various layers of
the loT architecture with a focus on the anatomy of malware
attacks. We present a detailed attack methodology adopted

)’*some of the most successful malware attacks on loT

[~

including ICS and CPS. We also deduce an attack strategy
e (DDoS) attack through loT

of a Distributed Denial of Se
hatnet fallawed by ren

services have seen an exponential economic growth in
last five yeargsespecially in telehealth and manufacturing
applications and are expected to create about $1.1- $2.5
Trillion contribution in_the alobal ecanamy by 2020 [2].
It is estimated that by 2020, the number of loT con-
nected devices will exceed billion from 9.9 million
in 2013 and M2M (Machine-to-Machine) traffic flows
are also expected to constitute up to 45% of #re=gligle
internet traffic [4]. However, due to interconnection with
the internet, loT devices are vulnerable to various attacks
[1,5, 6,7, 8,9, 10]. Moreover.!it is believed that loT
devices are being manufactured rapidly without giving
much attention to security challenges and the requisite
threats [11].

According to [12], more than 85% of enterprises around
the world will be turning.to loT devices in one form

B e 1n tha and ) OF the other, and 90% of these organizations are not
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Organisation

The goal of a survey paper is to collect and systematically
organise research from within its topic.
This paper’s use of categories is confusing to say the least:

e Lots of partial duplication between categories.

e Some categories are lists of things with no obvious
commonality.

e Often lacks even definitions of things given as category of
threat.

e Sometimes ‘a threat’ is a class of problems, sometimes it's
one particular example of a problem, authors flop back and
forth. The vulnerability enabling a particular attack is not
always representative of the category.

e Malware is positioned as a section of its own for no clear
reason.

e Threats 'per layer' seem to often refer to things on other
layers.



Accuracy

Some passages in this paper seem to be complete nonsense.
‘Vulnerabilities exploited’ list often bears little relationship to the
actual problem mentioned in the discussion.

Sometimes extremely vague.
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Section 3

Positives
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Detailed Examples

While sometimes very vague, the paper is littered with a few
highly-detailed descriptions of particular kinds of technical attacks
against computer systems.

The authors seem to have attempted to find examples of real
attacks, and discuss those alongside the general threat categories,
giving some grounding to what are often rather abstract
discussions.
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Broad Coverage

Scoped the paper as being about all threats that might affect loT

Ambitious and probably self-defeating, but means they've captured
much more than is often considered.
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Section 4

Next Week(s)
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Structure: Fortnights

Scaling Analysis
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