Security Protocols
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Unlock Scheme 0

I’'m a key!

Good enough for me.
TOGGLE LOCK




Unlock Scheme 1

I’m the key for car 14165

That's me!
TOGGLE LOCK




Unlock Scheme 2

I’m the key for car 14165
and | want you to UNLOCK

That's me!
UNLOCK




Unlock Scheme 2

I’m the key for car 14163 l

~

-

I’'m the key for car 14164

~—

I’m the key for car 14165
/and | want you to UNLOCK

That's me!
UNLOCK

16-bit password = 2716 possibilities = average 215 tries ~= 1 hour



Nonces

“Number used once”

I’m the key for car 14165
and | want you to UNLOCK
Also: “24”

- ™
That's me! Not seen
that nonce before, either.
UNLOCK

" o B J




Nonce Scheme 1

if nonce == last_nonce:
DENY

else:
ACCEPT
last_nonce = nonce




Nonce Scheme 2

known_nonces = circ_buff(10)

if nonce in known_nonces:
DENY

else:
ACCEPT
known_nonces.add(nonce)




Valet attack

N - <valid token>

<valid token>

<valid token> 1
p,




Nonce Scheme 3

if nonce !'= last_nonce+1:
DENY

else:
ACCEPT
last_none = nonce




Cryptographic key diversification

128-bit Master Key 16-bit Key/Car ID

16-bit symm. key



Cryptographic key diversification

128-bit Master Key 128-bit Key/Car ID

128-bit symm. key



Inside the car: challenge-response protocol

Please encrypt ‘N’ with

{ Want me to start? J
~our shared key k.

{ Here you go: {N},

X\




Identify: Friend or Foe?



Identify: Friend or Foe?

Don’t shoot!

P-A P



Identify: Friend or Foe?

Identify! N

{N},




The MIG-in-the-middle

[ Identify! N

oy

A~ Q: N
Q - B: N
B - P: N
P~ B: {N},
B - Q: {N}k
Q - A: {N}k




Man-in-the-middle

Buy “MLP: Friendship
Is Magic” for £60

..
..
-

This guy has |
£607? .*”




Man-in-the-middle

Yeah. Get him to
sign X to approve ¢
the purchase. .




Man-in-the-middle

Buy “MLP: Friendship
Is Magic” for £60

..
..
-

This guy has |
£6,0007 .*”




Reflection attacks

[ Identify! N ]

[ You |dent|fy| N ]

/f;f////// -

—

~ L

Elere you go, {Ni‘]




Reflection attacks

[ identify! N j




Reflection attacks

 demityiN

[ You identify! N
//f;f;f////// /;/ \,
[ Here, {A,N}, T\\\\\

— =

e

[Here you go, {A,NQ

[/’m Al Die, liar! ]




Announcing yourself

Don’t shoot!

P-A P



Key Exchange



Server N K

Alice Bob



Needham-Schroeder Protocol

Message

Message

Message

Message

Message

: A,B,N

A

{NA’ B’ KAB’ {KAB’A}KBS}KAS
{KAB’ A}KBS
{NB}KAB

{NB - 1}KAB



Needham-Schroeder Protocol

Message 1 A -S : AMB,N

Message 2 S - A {NA, B, KAB’ {KAB’A}KBS}KAS

3 years and 1 compromised key later....

Message 3 A - Bt {K,, Al
Message 4 B - A {NJ3} .

Message 5 'A - B ¢ {N; - 1} .



Needham-Schroeder Protocol

Message

Message

Message

Message

Message

Message

Message

: A

{A’ N ' B}KBS

: A,B,N , {A/N"_} ..

{NAI BI KABI {KABIAI N—,E}KBS}KAS
{KAB’A’ N—,B}KBS
{NB}KAB

{NB - 1}KAB
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